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WELCOME LETTER 

 

Dear Delegate, 

On behalf of the entire secretariat and all the team responsible of creating this 
conference, it is our utmost pleasure to welcome you to TLVMUN 2018! 

We are Dean Bitton and Reuven Rublin and we are the Co-Under Secretaries of 
Academics. 

Together, with an amazing academic team, Chairs, Crisis Directors, Vice Chairs and 
Backroomers we have labored hard to create an incredible conference, outstanding 
days of debating and of course partying (the best academic aspect). 

As the USG’s of Academics, we would like to put an emphasis on the Rules of 
Procedure, we will be using the IMUNA ROP that can be found on the TLVMUN 
website. 

 
In addition, please be sure to submit your position papers on schedule so your chairs 
and co-delegates will have a sufficient amount of time to review them. 

On a more personal note, all the team members that have been working on this 
conference are people with hands on experience in Model United Nations, and all of 
us can tell you how far this program can take you if you just set your mind to it and 
choose to engage and extract the most from 
yourself in the debate.  

We would like to wish you a great time in your 
visit to Israel and a very productive conference! 

 

 

With Regards, 

Dean Bitton & Reuven Rublin 

Co-Under Secretary General of Academics 
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MEET THE DIRECTORS 

CRISIS DIRECTOR - DANIEL ELBOGEN 

I am currently finishing my 2nd year in B.A for 
Technology Management in Bar Ilan University in 
Israel. I was Vice President of the BarMUN society 
this past year, was Secretary General of BARMUN 
and have experience in crisis throughout several 
international conferences.  

Additionally, I work as a sales manager and 
manage my own company. I have also been a big 
believer in Model UN’s relevance to business 
(among many, many other things) and am very 
excited to direct a crisis to demonstrate exactly 
that.  
 

 

 

 

DEPUTY DIRECTOR - AMICHAY PERETZ KLOPSHTOCK 

I am a student for International Relations and 
Political science at the Open University in Israel. 
My experiences include TLVMUN 2017 Under 
Secretary General of Academics, OpenMUN 
society head of academics 2016-2017, and an 
experienced chair and MUN coach. I am looking 
forward towards a fruitful crisis.  

 

 

 

 

 

 

 

 

Words of Welcome  

Dear delegate, 

 On behalf of the secretariat and myself, it is my pleasure to 

welcome you to TLVMUN 2017! My name is Amichay Peretz 

Klopshtock and I am the Under Secretary General of Academics at 

this conference. In the five days of the conference and over ten 

months leading to it, I’ve had the honor of working with some of the 

most skilled Secretariat members, Chairs, Vice Chairs, Crisis 

Directors and backroom staff of our generation, and I would like to 

take this opportunity to thank them for this amazing experience. 

Nothing in the world, in my opinion, can compare to the skills one can acquire from 

Model UN or the knowledge we gain. For that reason, I urge you to use this chance to further 

hone your skills, and make yourself the best delegates you can, and then even better. 

As USGA, I would like to remind you that this conference is the Israeli Model United 

Nations Associations’s (IMUNA) official international conference, and as such, we will perform 

according to IMUNA ROP 3.0, which can be found on the conference website. For any 

clarifications, feel free to contact your chairs or myself.  

A tight schedule is every student's blessing and, for the most part, curse. however, I 

would like to ask you to submit your position paper as soon as possible, in order to allow the 

chairs and the rest of the delegates enough time to review it and prepare accordingly. I wish you 

all a great and productive conference, and hope you will enjoy your time in Israel and get a 

chance to know the special Israeli people and culture. 

On a final note, I would like to express my appreciation and love to my wife and partner 

to this journey, which without her patience none of this would be possible. 

Now, after reading my long and tedious welcome - you can get to the most important 

part, reading the actual study guide and researching for the conference! I wish you good luck and 

will be more than happy to help you in any way necessary. 

With regards, 

Amichay Peretz Klopshtock, 

Under Secretary General of Academics 

TLVMUN2017 - JCC CHINA �2
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INTRODUCTION  

Amazon and Google (to be called Nozama and Elgoog in this crisis) are two of the 
largest and most successful organizations in the world. Their effect on the world and 
how we live have been widely felt on a global scale. They determine how we shop, 
obtain information, communicate, interact, and more.  
 
Furthermore, this era has brought to light the current issues of privacy while creating 
new standards on how information is utilized and protected.  
 
They take a large part in shaping our world as we know it. Every move they make 
involves other corporations, governments, and consumers.  

BRIEF COMPANY SUMMARIES 

Amazon is the third largest retailer and largest electronic retailer in the world. With 
this it is predicted that by 2025 the company will hold first place in both categories 
given its growth in value and the trends in online retail spending in the world. It is one 
of the five largest companies in the United States in general. With this it is the third 
highest rated brand in the world (AAA-) and therefore was seen to be the third most 
valuable.  
 
Google is the highest rated brand in the world with a AAA+. There is little to no 
competition in the areas it specializes – services relating to the internet. The company 
states that it has the “most comprehensive index of web sites and other content” and 
they “make this information freely available to anyone with an internet connection,” 
Google’s main source of revenue is running advertisements, as 96% of the revenue 
which is how it maintains its free availability.  
 

SUCCESSES, CHALLENGES AND CONTROVERSIES 

AMAZO N  

Since its foundation in 1994 Amazon revolutionized the way people shop. While it 
started with books, it added many more products to its catalogue and now sells quite 
literally everything. Amazon has however not only changed the way customers shop, 
it has created economic ripple effects that impact economic activity. Either through 
inflation, jobs or investment. This is underlined by the incredibly growth Amazon 
demonstrated in e-commerce retail sales in North America alone. In ten years (2006-
2016) its general merchandise sale increased from 6% to 60% and its total e-commerce 
sale increased from 7% to 66% in the same time period.  In 2015 Amazon became the 
most valuable retailer in the US and is the fourth most valuable company in the world.  
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The effects Amazon has on the US alone is potentially disastrous. As one of the biggest 
employers with 566,000 employees the company is too big to fail. World-wide it has 
a similar impact with 2.3 million employees.  
 

Amazon has strategies for tax avoidance. This is done by the company channeling the 
tax payment through Japan and the United Kingdom and avoiding the US even though 
the company is based there.  
 
With the removal of competitor’s products from the website (by companies such as 
Apple and Google) Amazon frequently engages in anti-competitive strategies. 
 
The company as faced harsh criticism for making illegal products available on the site 
for sale.  This includes anti-Semitic products such as books and shirts, books promoting 
pedophilia and cockfighting magazines. First the company argued that it believed it to 
be “censorship not to sell certain books simply because we or others believe their 
message is objectionable”, however then proceeded to delete the products from sale. 
Often times the company was called out for selling and making a profit from 
copyrighted content. 
 
The workers for the company in warehouses are criticized for having inhumane 
working conditions. In combination with this Amazon often opposes the unionization 
of workers who would prevent these working conditions. Any attempt at unionization 
would lead to the entire group of workers being fired. 
 
Additionally, Amazon has been accused of selling or publishing the personal 
information and buying habits of consumers to third parties. 

GOOGL E  

Google LLC (formerly Google Inc.) was founded in 1998 and is a world-wide operating 
technology company. In 2015 Google announced that it was reorganizing its asset in a 
parent company called Alphabet in which Google will be the leading subsidiary.  The 
website of the search engine google was the most visited website in 2017 and remains 
so despite controversies regarding tax evasion, privacy concerns, censorship, search 
neutrality or antitrust. It is currently the most valuable brand in the world.  
 

Google has currently 85,050 employees and revenues of 31,146$ which meant an 
increase of 26% over the course of one year.  The company owns nine data centers on 
the American continent, as well as four in Europe and two in Asia.  
 

Currently google is moving to be completely carbon neutral and has in 2017 finalized 
its 100% reliance on renewable energy. Now the whole company is powered by wind 
power. 
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The company engages in tax avoidance strategies by shuttling profits through 
companies with a lower tax rate, such as the Netherlands, Bermuda and by avoiding 
countries like France (which would amount to 1 billion euros needing to be paid in 
taxes). 
 
No cold call agreements were made with other major Silicon Valley companies which 
are agreements to not engage employees from other firms who are not actively 
searching for employment for recruitment. 
 
Google has been accused of placing favorable reviews and pages about alphabet on 
the top of search results as to hinder competition. In general, Google has a market 
dominance has led to claim of monopolistic power. 
 
There have been accusations of google automatically scanning emails on Gmail in 
order to place ads which are then tailored to the individual’s account. 
 
Further, the newly applied terms of service have made it possible for them to take the 
names, photos and reviews individuals provide on their platforms (such as YouTube) 
and use them for the purposes of advertisement (both in the adverts and to advertise 
to). 
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GOVERNMENTS, CUSTOMERS AND COMPETITORS 

Data, privacy, and information are increasingly becoming the central focus for 
consumers and governments around the world. Recently, the European Union has 
created the biggest reform, attempting to tackle the era of information and protect 
their citizens. This is likely only the beginning as more of the world look to protect 
their information.  

GENERAL DATA PROTECTION REGULATION 

Data, privacy, and information are increasingly becoming the central focus for 
consumers and governments around the world. Recently, the European Union has 
created the biggest reform, attempting to tackle the era of information and protect 
their citizens. This is likely only the beginning as more of the world looks to protect 
their information and everyone looks out for their best interests.  
 

The GDPR stands for the General Data Protection Regulation. This was put in place to 
regulate EU law on data protection and privacy for the citizens of the European Union 
from both local and global corporations and replace the outdated Data Protection 
Directive 95/46/EC. 
 

The regulation came into force on the 24th of May 2016 and will now apply as of the 
25th of May 2018.  
 
Personal data is currently a tremendous trending topic for average internet users. 
People are becoming more aware of their privacy concerns as the internet becomes 
more and more of an essential tool for jobs, social media, traveling, communication, 
news, and much more. 
 

Facebook is a perfect example of that trend considering Mark Zuckerberg’s hearing 
with the United States Congress earlier this year. Concerns about Facebook’s privacy 
and personal data policies cascaded until things escalated to Congress.   
This is just one of many examples of Government bodies beginning to take charge to 
protect their citizen’s rights and information. 
 

The GDPR is one of the most recent and biggest steps taken by a governing body 
towards personal data protection. The GDPR is meant to hold companies responsible 
for considerably more than previously in regards to user data and privacy. 
 

All companies that collect data on European Union citizens must comply with strict 
rules as a new standard of privacy protection.  
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Some major points of this new standard are as follow: 
• Under the GDPR, users have more power deciding what can be done with their 

information whether it is having access to their personal data that the 
company possesses or even deciding to have some or all of their data erased. 
 

• Conditions particularly for erasure of personal data include the original 
purpose at which the data collected no longer being relevant or by 
withdrawing consent. 

 
• The range of data protection will now be broader. The same standards we are 

used to seeing when it comes to the protection of personal information such 
as Social Security Number, Name, and Address, will now also apply to cookie 
data and an individual's IP address. 

 
• Territorial Range will also change. The GDPR now applies to the data of any 

citizen of the European Union, regardless of the location of a company. A 
company based in California can and will still be held accountable.   

 
• For a long time, terms and conditions were some novels worth of legal terms 

and illegible nonsense to the average citizen. According to the GDPR, consent 
must now be given through an intelligible and easily accessible form that is 
simple enough for the average citizen to understand. Furthermore, it must be 
as easy to withdraw consent as it is to give it. 
 

• Perhaps one of the most significant changes is the specific wording regarding 
responsibilities of the company. There must be a “reasonable level” of 
protection against breaches, hacks, and any possible exposure of private 
information. This provides the EU with plenty of wiggle room on how to 
interpret “reasonable.” 

 
• As it is, if a breach were to occur, it must be announced within 72 hours from 

the moment the breach is discovered. That includes notifying their customers 
“without undue delay” immediately after discovering the breach. 

 
• Requirements for Data Protection Officer appointment will be “mandatory 

only for those controllers and processors whose core activities consist of 
processing operations which require regular and systematic monitoring of data 
subjects on a large scale or of special categories of data or data relating to 
criminal convictions and offences. Importantly, the DPO: 

 
o Must be appointed on the basis of professional qualities and, in 

particular, expert knowledge on data protection law and practices 
o May be a staff member or an external service provider 
o Contact details must be provided to the relevant DPA 
o Must be provided with appropriate resources to carry out their tasks 

and maintain their expert knowledge 
o Must report directly to the highest level of management 
o Must not carry out any other tasks that could results in a conflict of 

interest.” 
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CONSEQUENCES 

Such strict ruling requires strict enforcement. The GDPR has several levels of 
punishment for breaching the GDPR. 
 
• Organizations can be fined up to 4% of their annual global turnover or €20 Million 

(whichever is greater). 
 
• A company can be fined 2% for not having their records in order or for not notifying 

the supervising authority and data subject about a breach or not conducting 
impact assessment.”  

 
• “Clouds” will not be exempt from GDPR enforcement. 

 
While the GDPR defines strict rules and enforcement for a large body of citizens, it is 
still limited to citizens of the European Union. Regulation regarding data protection 
and privacy exist around the world and differ depending on the country and its rules. 
 
According to an Ovum report, most U.S. corporations believe this will force them to 
rethink their strategy in Europe and find themselves at a competitive disadvantage 
due to the high bar the GDPR sets for them. The European Union is a tremendous 
market for most Global Corporations and the GDPR will have a massive effect on them. 
 

You may have already seen many corporations changing their privacy policies.   

MICROSOFT CORP VS UNITED STATES 

Corporations run into many obstacles and government bodies are increasingly 
becoming many of them. The conflict frequently becomes more personal rather than 
simply trying to regulate the rights to withhold personal data and the right to receive 
it. 
 
Time and time again, corporations and government have gone head to head in court 
battles to determine who has the power over what. These trials frequently determine 
the future of corporations; Their products, their systems, and their policies, as well as 
legal implications on what the Government has the right to demand. 
As situations come about, we constantly find that we do not yet have the answer for 
many instances regarding the intricacies of private data and must create new answers. 
 
One such incident would be the Microsoft Ireland Case regarding the Government’s 
right to personal data under specific circumstances. 
 
About 5 years ago, U.S. law enforcement served a search warrant to Microsoft. The 
purpose was to receive all email information as part of an investigation into an 
individual's possible involvement in drug trafficking. Microsoft initially compiled after 
noting there was probable cause to believe this person was indeed involved and 
handed over all information held within U.S. servers, like the person’s address book. 
However, after finding the actual content was stored solely in their data center in 
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Dublin, Ireland, much of the requested information was refused. It was decided by 
Microsoft that information stored in Ireland was no longer under their jurisdiction. 
 
The U.S. law enforcement has a different opinion on the matter. They argued that as 
Microsoft can easily transfer the information to the U.S. and all data on all of their 
servers are under their control. As such, this would not be breaching jurisdiction of 
Ireland as the information does not belong to Ireland and needn’t have them involved 
at all.   
 
Initially the Magistrate Judge and District Court denied Microsoft’s attempt to 
withhold the information with respect to the data stored in Ireland, but Microsoft kept 
pushing because Microsoft would have a lot to lose. In a corporations eyes, if the U.S. 
got their way, it would create a standard that would make it much more difficult to 
secure and withhold private data in the future. 
 
A Panel of the Court of Appeals for the Second Circuit reversed the denial of the 
motion. They held that forcing Microsoft to comply and send electronic 
communications from a foreign country would be an “unauthorized extraterritorial 
application” as Microsoft argued. 
 
While this case was pending, a new law was passed to clarify how cases like these will 
be handled in the future. The Clarifying Overseas Use of Data Act amended the 
previous ruling now requiring providers to disclose emails as long as they are in 
“possession, custody, or control” of the corporation no matter the location in which 
this information was physically stored. 
 
With the new law in place, Microsoft’s appeal was ultimately denied and a new 
standard was created.    
 
The implications of this case go much further than this single event. On one hand, 
corporations have what to fear when a standard is made preventing them from 
keeping information private no matter what country that information resides. 
Especially since this standard would have to go both ways. 
If foreign countries require private information in similar legal occurrences, it would 
be difficult to argue with them when the United States authorized it themselves when 
they required it. 
 
On the other hand, Government bodies require the ability to fully investigate and 
retrieve private data in cases such as this one. If corporations can simply withhold 
information by moving it to another country, which via the internet and Cloud services 
is a fairly simple task, then it would be nearly impossible to investigate those whose 
data is in another country or moved to one. 
 
Even with the Mutual Legal Assistance Treaty, which promotes cooperation between 
countries in legal cases such as this one (the U.S. and Ireland do have an MLAT 
signed) it can be a very complicated task to gather all the information. For example, 
corporations such as Google tend to split data into different locations and trying to 
have several countries cooperate simply to gather information for an investigation is 
complicated, inefficient, and impractical. 
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CUSTOMERS LAWSUITS 

Near the end of 2017, shortly after a new update was released to iPhone 6, 6S, 7 and 
SE, large amounts of users began to feel that their iPhones were slowing down and no 
longer functioning as they used to. This was examined by few independent 
researchers, and addressed in a blog post by John Poole on December 18, 2017, which 
found out that replacing the battery improved the iPhone’s processing power 
significantly. 
 

This reveal sparked a big controversy surrounding the ethics of updates without full-
disclosure to the customers, and slowing down the iPhones as part of alleged planned 
obsolescence marketing tactics. 
 
On December 28, 2017 Apple addressed this topic, claiming the slowdown was 
designed to prolong the life of older iPhone batteries, prevent unexpected shutdowns 
of the device and reduce the price of a new battery from $79 to $29. However, this 
was not enough for several customers who decided to sue Apple for its actions and 
demand compensation. 
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PUBLIC OPINION AND WHY IT MATTERS  

Corporations operate in a world where they are constantly in the public eye and have 
to maintain a public profile to be successful.  This is especially true of global 
corporations.  The public needs to support them and purchase their wares or they will 
lose money.   
 
Furthermore, if they are seen as scandal-prone or up to illegal or unsavory activities 
then their shareholders may start selling the corporation’s stocks which will cause it 
to plunge in the market which will have serious consequences for the viability of the 
company. 

COURTING PUBLIC OPINION 

In order to maintain a favorable view by the public corporations have to engage in 
Public Relations.  Methods of doing this are by engaging in charitable works, giving 
donations to good causes, as well as smaller things like sales for items, pre-ordering 
new content, or lobbying for popular causes.  Corporations that engage in this will see 
a boost to their sales and gain good publicity which can provide a cushion should 
scandals emerge.  Furthermore, should a scandal happen, engaging in strong public 
relations may see a cushioning of the fallout.  This may be necessary for companies to 
reassure their stakeholders or gain customers back.  It is worth noting however that 
the same tactic will have limited effects the more it is used and the magnitude of the 
PR gesture will have a large effect in how far it goes to cushion the blow from a 
scandal.  For example, a small sale will not go far to soften the blow of an executive 
member being caught in illegal activity.  Sometimes, should circumstances grow out 
of control it may be necessary to fire officials that have been caught up in the scandal 
or been identified as engaging in immoral behavior.  
 
 This is a last resort but may go a long way in softening the blow and may allow for the 
company to have a scapegoat and prevent anyone else from searching too far. 

HOW TO LOSE PUBLIC SUPPORT 

Companies who rely on public support can find that their actions may cause them to 
lose favor with the general populace.  Illegal activity is something that may cause a 
huge amount of damage within the public eye.  If a company is found doing something 
illegal, such as embezzling money, funding criminal groups, money laundering, or 
other such activities that will often cause a public storm.  People may well 
demonstrate against the company and put pressure on the authorities to intervene.  
If the scandal continues and is dragged out in the courts then it is possible that this 
will cause further problems to the corporation.  Another such action can be legal but 
morally dubious activity. Actions like tax avoidance, should they become public, or 
links to repressive governments though not illegal may also cause boycotts and 
negative publicity for the corporation.   
 
Oftentimes corporations may roll some more dodgy activities in with legitimate ones, 
which make it harder to unpack and catch them red handed.  However, journalists are 
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always looking for their next scoop and it is important to bury any type of illegal or 
immoral activity deep or they will find and expose it.  Journalists will always look for 
scoops but the better a company’s public profile the less they will look.   
 
On the other hand, should scandals break that will cause more questions to be asked 
and more journalists to begin investigating.  Therefore, companies need to actively 
prevent any attempts at snowballing without looking like they are involved in a cover-
up. 

HOW PUBLIC SUPPORT IS MEASURED 

All companies often start with a certain level of public support.  This will function as 
an approval rating.  Companies that proactively engage in positive PR moves will 
usually see an increase in their public support.  However, those that are caught in a 
scandal will usually see their support decrease.  The more support decreases the more 
it is liable to go down.  Should a company’s public support drop it will probably see an 
increase in scrutiny by journalists and the authorities (with any further malfeasance 
seeing a further drop).  Additionally, should the approval rating go below 50% 
shareholders will likely start selling their stocks and the company will actively start 
losing money.  If the approval rating goes into single-digits the company will possibly 
be facing bankruptcy. 

FINANCIAL ASPECTS OF PUBLIC OPINION 

A great example for the huge effect public opinion can have on a company is the case 
of Facebook and Cambridge Analytica. 
 
Cambridge Analytica is a data mining company, focusing on Commercial and Political 
topics. In December 2015 The Guardian exposed that Cambridge Analytica collected 
personal information about over 40 Million Facebook users, using Facebook's apps 
platform, and without the users consent to the data harvest.  
 
This information was allegedly used later in the US elections campaign. This subject 
was later readdressed on March 2018 with the aid of Christopher Wylie, a former 
employee of Cambridge Analytica, at articles in The New York Times and The Guardian, 
and caused a major publicity crisis for Facebook, Cambridge Analytica and the 
Politicians allegedly involved. 
 
A few days later, on March 21, Mark Zuckerberg (Facebook's CEO), attended an 
interview on CNN and took responsibility, to some extent, on the scenario. In response 
to the reporting and the interview, Facebook’s stock price dropped over 15% and 
didn’t fully recover since.  
 
Later on, on April 11, at a hearing before the House Committee on Commerce and 
Energy, Mark Zuckerberg claimed Facebook will voluntarily enforce the new General 
Data Protection Regulation, not only in the EU but all over the world. 
s 
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It is clear that Facebook’s response to this incident was far from perfect - although, it 
is a very difficult situation to address. It’s unclear what long term effect, if any, this 
crisis will have on Facebook’s number of users, but the effect of the crisis itself, even 
if only temporary, are indeed enormous, in their financial and public relations aspects. 

OTHER MAJOR COMPANIES IN THE MARKET 

In the world of business and corporations, many companies compete in both minor 
and major ways as they all strive to be top dog. Any executive branch of a major 
corporation is expected to be aware of other companies both in and out of their 
market as decisions within other organizations can affect their own.  
 
This can relate to competing products, strategies, and public/government interaction.  

VERIZON COMMUNICATIONS INC. 

Verizon Communications Incorporated is one of the biggest communication 
technology companies in the world.  
 
Created in 2000, it has its headquarters in New York City and trades on the New York 
Stock Exchange (NYSE) under the VZ symbol.  
 
In 2017, the company’s revenues of $126 billion brought Verizon to the 14th place in 
the Fortune 500 List.  It has more than 155.000 employees and around 115 million 
users (private consumers, businesses and government customers, mainly in the 
United States).  
 
The company offers a wide range of IT services, including voice, data and video 
communications services as well as wireless connections for the so-called Internet of 
Things and data hosting.  
 
One of Verizon subsidiaries, Oath Inc., controls a vast number of media and technology 
brands such as HuffPost, Yahoo! Inc., Tumblr and AOL Inc., giving Verizon shareholders 
an enormous power in multiple areas of IT market.  
 
In 2013, the leaking of a top-secret court order put the company at the heart of the 
so-called NSA spying scandal.  It was revealed that Verizon had given to US intelligence 
services billions of data about its customers, including telephony metadata such as 
“session identifying information (e.g., originating and terminating telephone number 
[…]), telephone calling card numbers, and time and duration of call”.  
 
Verizon, like other large Internet Service Providers, has been accused of collecting data 
about its users and employing them for commercial purposes (e.g. delivering targeted 
ads).   
 
In 2017, the company was reported to have (successfully) lobbied for repealing state 
and federal laws aimed at protecting consumers’ privacy blocking ISPs (Internet 
Service Providers) from collecting users’ data.   
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In this fight, Verizon and other ISPs “also got a surprising assist from groups 
representing big tech firms like Google and Facebook, which feared that similar 
regulations could someday curtail their own ability to harvest their users' data”.  

KASPERSKY LAB INC. 

Kaspersky Lab is a cybersecurity company founded in 1997. It is headquartered in 
Moscow but has over 400 million clients all over the world, including businesses and 
government agencies.  
 
The company “offers anti-malware, cybersecurity intelligence software, and threat 
prevention products to protect information from viruses, spyware, crime-ware, 
phishing, hackers, and spam”  
 
Eugene Kaspersky, who “graduated from a KGB-supported cryptography school and 
had worked in Russian military intelligence”, is the founder and CEO of the company.  
In October 2017, several US newspapers, including The Wall Street Journal and The 
Washington Post, reported that Russian government hackers were using Kaspersky’s 
antivirus software to steal substantial information from US government.  
 
Because of the alleged connections to the Kremlin, several US government agencies 
have decided to remove Kaspersky’s software from their computers and suggested 
the general public do the same.  The French Army is considering to stop using 
Kaspersky’s services as well.  
 
The company denied all the accusations and started planning to move its servers to 
Switzerland in order to assure users a more transparent service.  
 

ORACLE CORPORATION 

Oracle Corporation, founded in 1977 under the name Software Development 
Laboratories, is one of the major providers of IT services worldwide.  
With more than 400.000 customers and revenues of $37 billion, the company is at 
number 17 of the Interbrand Best Global Brands 2017 Ranking.  
 
Oracle operates in several business segments, including both hardware and software 
services.  
 
The company is probably the most significant competitor to Amazon, especially in 
relation to cloud platform building.  Larry Ellison, Oracle founder and Executive 
Chairman, has recently launched the “Oracle Autonomous Data Warehouse Cloud”, 
“the world’s first self-managing, self-securing, self-repairing database cloud 
service”.  “This technology changes everything,” Ellison said. “The Oracle Autonomous 
Database is based on technology as revolutionary as the Internet. It patches, tunes, 
and updates itself. Amazon’s databases cost more and do less.”  
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The company has always seen cybersecurity as one of its priorities, and the “Oracle 
Autonomous Database” was advertised as a new powerful tool against cybercrimes.  
“[The service] - the company said in a press release - protects from external attacks 
and malicious internal users. Automatically applies security updates while running to 
protect against cyberattacks, and automatically encrypts all data”.  
 
Starting relying more on Artificial Intelligence will be, in Oracle engineers’ opinion, the 
real turning point in the fight against cybercrime, since new self-managing 
technologies will be able both to eliminate human errors and “to quickly adapt their 
security and operational posture as their risk landscape changes”.  

DEUTSCHE BANK 

With total assets of $1,68 trillion, Deutsche Bank is the 16th largest bank in the world.  
Although it is headquartered in Frankfurt, Germany, the bank has more than 1400 
branches outside Germany and operates in all the major markets worldwide. Deutsche 
Bank is both a corporate and investment bank.  
 
During last years, it has become increasingly clear that “the financial services industry 
is a highly attractive target for cybercriminals, be they individuals, organizations or 
even linked to nation-states”.  As Mr. Liebrandt, CEO of the Society for World 
Interbank Financial Telecommunication said after the 2016 attempt to steal $951m 
from Bangladesh’s central bank, “There will be a before and after Bangladesh […] 
[cybercrime] is a big deal and goes to the heart of banking” 
  
Deutsche bank is at the forefront of the fight against cybercrime, focusing on counter-
hacking techniques as well as on user awareness in order to reduce avoidable mistakes 
made by employees and clients. 
 
The German bank is perfectly aware of the fact that a threat such as cybercrime cannot 
be dealt with in isolation. This is why the bank is part of several regional and global 
initiatives aimed at sharing information and giving mutual assistance in the banking 
sector. These initiatives include, for example, the FS-ISAC (an “industry forum for 
collaboration on critical security threats facing the global financial services sector”) 
and the Cyber Defense Alliance in the UK. 

NATIONAL INDUSTRIALIZATION COMPANY 

The National industrialization Company, also known as Tasnee, is Saudi Arabia’s 
second largest industrial company. The company was founded in 1985 and is based in 
Riyadh, Saudi Arabia.  
 
Although Tasnee is mainly engaged in the petrochemical and industrial sectors, it also 
works in plastics and metals manufacturing and environmental technologies. The 
National Industrialization Company runs some oil installations in Saudi Arabia and is 
one of the few privately owned Saudi companies in this sector. 
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In January 2017, Tasnee was put under the spotlight because it was one of the Saudi 
petrochemical companies attacked by unidentified hackers, along with Aramco and 
Dow Chemical. “Within minutes of the attack […], - The New York Times wrote - the 
hard drives inside the company’s computers were destroyed and their data wiped 
clean, replaced with an image of Alan Kurdi, the small Syrian child who drowned off 
the coast of Turkey during his family’s attempt to flee that country’s civil war”.  
 
The attack was probably aimed not only at inflicting severe damages to the company 
and the Country’s economy (heavily reliant on the petrochemical sector), but also to 
trigger an explosion in the oil installation.  
 
But what investigators are more worried about, as several international newspapers 
reported, is the fact that “thousands of industrial plants all over the world - including 
nuclear and water treatment facilities as well as oil and gas refineries - rely on the 
same American-engineered computer systems that were compromised”.  This means 
that the group that attacked Tasnee would probably be able to use the same 
technique against other industries all over the world. 

 
 


